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Meshta is a trajan which was first =een in the wild on 2010. Meshta makes modificatons in the system registries and in the
browser settings in order to install malicious toolbars or extensions. Meshta distributes itself by injections its code to other

executable files.

Similarity Analysis
Similar code blocks Code block 1 of 3

push ebp
mov ebp, esp
add esp, -8x28

Similar behavioral 10Cs

mov dword ptr [ebp - 8x28], sax
mov dword ptr [ebp - 8x18], eax
mrw dwnrd ntr Tehn - Avicl. aaw

1
F
3
4 xor eax, eax
5
6
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Threat Details Report  Adions -
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Malicious

(@ ATTACKVECTOR | 181220151335

127.00.1 flash_update
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B Check Point

flash_update

BXE | HASH fist ~

Critical

kol

127.001

Neshta < a trojan which was firse seen in the wild on 2010. Neshta makes modifications in the systerm regisiries and in the

execuable files.

Similarity Analysis
Simiar code blocks

Similar behavioral 10Cs
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extensions itself by injections

Codablock 1 03

1 push ebp

rov dword ptr [ebp - 6x36], eax
mov dward pr [ebp - 88], eax
e it Tohn - Aacl aax

VERDICT | SIZE

& SUSPICIOUS ACTIVITIES
WinB.1 64, Office 2013,

Q

CATEGORY DESCRIPTION

508 KE
28742K8
19848K8
2x1.42K8
2042K8
10358KB
n0azKe

267.42K8

Adobe 11 WinXP, Office 2003/7, Adobe 9

Evasion Observe a program that reates a new process
Easion The program dynsmically il importad functions
Easion The program queries a process coolia

Easion The program queries information on s own process
Evasion The program queries ts own PEB

Evasion The program uses a native AP call o oad a DL
Evasion  Persistance The program execuies other programs or commands
File syscem even

Suspicious file was accessed during emulation

Generic Appends 2 known multi-family ransomware file extension to

files that have been encrypted

Generic Chedks y in syster

Ganeric Creates sxacurable fles on the flesystem
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